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Abstract— A lot of data is being transferred across a
network every time. These data can be used by the system
administrators for analyzing real time network traffic.
But, the data being transferred may be confidential or
proprietary and there are chances for an attacker or
cracker to discover vulnerabilities in the network and
exploit the information contained in it. Wireshark, a
network protocol analyzer uses network sniffing to
capture usernames and passwords. This paper
demonstrates a website which can be used with
Wireshark to enable the captured passwords and
usernames of several sites to be listed in an efficient way.
.
Keywords—Wireshark, password cracking, network
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I. INTRODUCTION
According to current trend almost all the public and private
sectors are digitizing their business. About 24000 gigabytes
of data are transmitted through the internet every single
second. Most of the companies know how to sell data but not
how to protect it. A majority of corporates are unprepared for
cyber security challenges.
Though India is the second-fastest-growing digital
economy, CIO survey by Force point and Frost & Sullivan
portraits that about 69% of Indian companies are at a risk of
data breach. Also, nearly 7.5 million Adobe Creative Cloud
user records were left exposed to the public in 2019 due to
poor security.
Low-level package data that is transmitted over a
network can be captured using network sniffers.
For discovering valuable information such as user ids,
passwords etc., a hacker or an attacker can use this captured
data. Wireshark is one among such network sniffers which is
aimed to be used by the network architects to analyze
real-time traffic over the network. On the other hand, it is
misused for the purpose of hacking and theft of sensitive
information.
HTTP is an application layer protocol that offers a set of
rules and standards for transmitting information over the

World Wide Web. Even if you type in HTTP:// it will redirect
to an https for providing more security. The data sent through
HTTP channel can be taken and read by anyone because it
does not use any encryption methods to protect the data. This
limitation of HTTP is favorable for Wireshark in network
sniffing.
a) Penetration Testing
To exploit vulnerabilities in a computer system cybersecurity expert uses a security exercise called
penetration testing (or pen testing). Pen tests can be
performed manually or it can be done automatically
through software applications
b) HTTP
Hypertext Transfer Protocol is used for establishing
communication between client computers and servers.
There is a higher chance of information exploitation
because it does not use encryption for data security. So,
it is a good fit for websites designed for information
consumption
c) HTTPS
Hypertext Transfer Protocol Secure is a safe way to send
data between web browser and a website. It is a secure
version of HTTP because it has SSL technology and
encryption to protect data
d) Wireshark
It is a free and leading open source network traffic
analyzer which can be used for network
troubleshooting, and packet capturing. To identify
particular types of network traffic, it uses built-in color
coding features.
e) Password Cracking
Confidential information can be tracked from the place
it is stored or transport from, a computer system. It is
mainly done by using different cracking algorithms or
trying different combinations in the wordlist of
passwords

II. METHODOLOGY
The packets transmitted over the network are intercepted by
wireshark and the content that is being used by other network
users are exposed.

Fig 3: Save file contents
●

Click on save as button to save the files

●

Click the red “Stop” button near the top left corner of the
window when you want to stop capturing traffic.
III. RESULT

Fig 1: Working of wireshark
●

Open wireshark. It will ask you to “Choose one interface
to capture from”.

●

Select the network interface you want to sniff. If you are
on a local area network, then you should select the local
area network interface.

●

Login to a page which uses http protocol.

●

To filter the packets type http.request.method==”POST”

The information of several websites collected using
wireshark is available as individual files. These files can be
saved separately. So, next time when we login to those
websites, there is a need to check each of the saved files to
find the password and username. It is difficult to obtain the
required data each time by accessing different files. To ease
the process, we suggest to use a method to sort the collected
data. After saving data of several sites, all these files are
uploaded to a website which arranges the captured usernames
and passwords in an efficient way.

Fig 4: Upload saved files

Fig 2: Filter HTTP packets
●

Then choose the corresponding packet. Right click and
select Follow TCP Stream.
Fig 5: Filter usernames and passwords

 ARP detection technique, RTT detection or SNMP
monitoring can be used for detection of packet
sniffers.

IV. LITERATURE REVIEW
A. Piyush Goyal [1]
 Many tools like wireshark and tcpdump are useful
in cyber mitigation and assist the network
administrators in better assessing the servers,
traffic and diagnosing the issues.
 But they have become the favourite tool of cyber
criminals to scan a particular network and sniff on
unprotected data.
 Tcpdump is useful in task of analyzing the raw
data by providing various options.
 Wireshark is accredited to its simple and graphical
interface and it has powerful capturing and
filtering options.

F. Pimjai Navabud[6]
 HTTPs encrypts the traffic between browser and
the website. It has the same method syntax to the
HTTP.
 However, it enables the browser to apply an extra
encryption of SSL TLS to encrypt the traffic.
 It shown that HTTPS provides a much more secure
channel over network than HTTP.
G. Arthur Callado[7]
 Traffic measurements can be divided into active
and passive measurements.
 Through the injected traffic active measurement
can be obtained. It is mainly used for vulnerability
detection.
 Passive measurement is obtained without injecting
traffic. It is done by observing the network and
flows.

B. Sandhya S [2]
 The most significant part of penetration testing is
checking the results of an attack.
 The moment a vulnerability is detected it starts
exploiting sensitive data.
 Wireshark aims at understanding, how prone a
system is to security breaches.

H. Fei YU[8]
 Password cracking classification from different
dimensions.
 It uses rainbow table cracking, dictionary
cracking, and brute-force cracking.
 Success and speed of password cracking can be
increased by the integration of various methods.

C. Alberto Dainotti [3]
 Traffic characterization at packet level on both
HTTP and SMTP traffic.
 Packet level characterizations express traffic flows
in terms of inter-packet time and packet size.
 According to some generalization properties the
Egress and Ingress traffic varies.
 Here the analysis performed on TCP packets.
Traffic was captured and analysed using Plab
software.
 In this paper they use payload for operations.
Upstream and downstream traffic are separately
studied here.
D. Antonio Pescapé [4]
 Common flow objects are TCP connections,
flows, bidirectional flows, services, hosts, traffic
profiles, application categories, applications,
content type etc.
 Scalability is a challenging trend in internet
evolution.
 Consistent evaluation and comparison methods
needs standard testing, validation procedures, and
benchmarking metrics.
E. Mohammed Abdul Qadeer [5]
 A packet sniffer captures the packets in
promiscuous mode and then decodes them.
 The packet sniffing can be used by the system
administrator to monitor and troubleshoot the
network traffic
 Here they uses wireshark for output capturing.
 Basic steps for development of packet sniffer are
socket creation, set NIC in promiscuous mode,
Protocol interpretation etc.
 Some methods used to sniff packets are ARP
spoofing, MAC flooding etc.

V. CONCLUSION
Wireshark is a network protocol analyzer used mainly by
network architects to analyze traffic in their network. It is also
used as a hacking technique for sniffing confidential data of
several users. It can be used by the security department of an
organization to detect problems in their network and use
efficient methods to solve it. This plays a big role in the
investigations to prove crimes by sniffing sensitive
information of criminals or victims. As a part of security, data
integrity is a big issue in HTTP protocol as the data is not
encrypted for protection. Since HTTPS has SSL technology,
the data is protected to an extent.
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