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Abstract -- Pairing helps to set up an initial linkage between 

computing devices to allow communication between them. 

Bluetooth is a high-speed but very short-range wireless 

technology for exchanging data between devices. Later 

versions of Bluetooth support multiple device connections 

and even its network called a piconet. Bluesnarfer is a tool 

that pairs silently with another device. The limitation of 

Bluesnarfer is that it silently connects devices, but does not 

retrieve any data. In this paper, we are combining 

Bluesnarfer with proved exploitation tools like Metasploit 

(exploitation), Ngrok (port forwarding), MSFvenom 

(payload creation) which can produce a better result by 

fetching data from the connected device.  
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I. INTRODUCTION 

One of the advanced tools for Bluetooth hacking is called 

Bluesnarfer. The real concept of Bluesnarfer was to connect 

silently with another device and then issue commands to gain 

access to stored information. It was first observed back in 2003 

by a group of researchers in a technology lab. Although it can 

be a bluejacking does not involve any theft of data, so it is not 

illegal. However, if you blue snarf, you are breaking the law. 

Sony Ericsson and Nokia have admitted there is an issue with 

bluesnarfing. By using Bluetooth connection, Bluesnarfer 

theft information from a wireless device. 

II. LITERATURE REVIEW 

Vipul Gujare, Mayank Sardeshmukh, Rasika Sontakke, Rohit 

Ovale [1] Says that Mobile or desktop devices is connected for 

data transfer typically done by using WiFi or Bluetooth 

technology.  

According to Rupali Ghodake, Sangeeta Jogade, Deepak 

Misal [2] Bluetooth technology is a widely used standard for 

the replacing of cables and it is a wireless communication 

protocol. 

 
 

K. A. Zaabi [3] Says that how to disclose the victim's 

sensitive information after performing various hacking 

tricks. 

Himanshu Gupta , Rohit Kumar [4] How to use Metasploit 

for Protection against penetration attacks and brief 

description of Metasploit and its features. How to use Ngrok 

to test a local test [5]. 

 

III. IMPLEMENTATION 

Hacking Bluetooth of a smartphone using Kali Linux is a 

very simple task. You just need to launch the Kali Linux 2.0, 

configure your Bluetooth on Kali Linux, then scan the 

available device for hacking and start an attack on target 

device Using Kali Linux. 

      

Steps are as follows 

 

1. Fire up your Kali Linux.  

2. Let’s configure Bluetooth, hciconfig to allow your 

Bluetooth Adapter. 

3. Scan for Bluetooth devices, for this purpose you can use 

hcitool. This is a command line tool.  

4. hcitool inq: command used to get more information 

about these devices. It also displays clock offset and the 

class. The class shows what type of Bluetooth device it 

is. hcitool list all other options of Bluesnarfer. 

5. Scan for Services with sdptool. Service discovery 

protocol (SDP) is a Bluetooth protocol. And it helps you 

to search for services running on the device. 

6. Ping the device with L2ping command. If you don’t get 

a ping then good luck.  

7. Hacking Start Type Bluesnarfer and you will see its 

options. 

A. ADDITIONAL TOOLS USED FOR ANDROID HACKING 

1. METASPLOIT 

It is a penetration testing platform that allows you to        

discover, exploit,  and validate vulnerabilities.  It 

provides the infrastructure, content, and tools to complete 

penetration tests and extensive security auditing. 
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Metasploit is one of the dominant tools used for penetration 

testing. Most of its resources can be established at 

www.metasploit.com. It appears in two versions: commercial 

and free edition. 

 

2. NGROK 2.0  

Ngrok capturing all traffic for complete inspection and 

replay, it is multiplatform tunneling, reverse proxy software 

that set up secure tunnels from a public endpoint such as the 

internet to a locally running network service. 

 

Installation 

• Firstly, you need to download Ngrok by using the link:   

https://ngrok.com/download 

• If you want to open any tcp port, sign up an account. After 

that type this command to Install your authtoken:/ngrok 

authtoken <your_auth_token> 

• If you want to run ngrok directly from the terminal, 

           type the command below: 

           cp ~/Download/ngrok /usr/bin/ 

 

3. APKTOOL KIT 

One of the most popular reverse engineering, 3rd party, 

closed and binary Android apps is Apktool Kit. After making 

some modifications, it can decode resources to the nearly 

original form and rebuild them; it makes possible to debug 

smali code step by step. 

 

B. IMPLEMENTATION STEPS 

1. Install Bluesnarfer to your Linux machine using the 

CMD. 

2.  Now that Bluesnarfer is installed, configure rfcomm. 

      Fig 1: Configure rfcomm 

 

3. Now to scan for potential vulnerabilities: 

   Fig 2: Scanning 

 

4. Ping the victim to see if he is there. 

   Fig 3: Ping the victim 

 

5. Browse the victim for rfcomm channels to connect to: 

Fig 4: rfcomm channels to connect 

 

6. Now Bluesnarfer is setup. Now you can access the    

victim’s phone to see texts, make phone calls etc. 

   Fig 5: Setup Bluesnarfer 

 

7.  Viewing of connected Bluetooth device. 

           Fig 6: Connected Bluetooth 

 

Steps To Hack Android 

 

8. Start Ngrok ./ ngrok tcp 8080 

     Fig 7: Starting Ngrok 

 

9. Creating payload 
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10.   Open Metasploit 

          Fig 8: Load the Metasploit  

IV. BLOCK DIAGRAM 

 

 

V. FLOW CHART 

 

 

VI. CONCLUSION 

Bluesnarfer is important because it connects silently with 

another device and then issues commands to access stored 

information. The limitation of Bluesnarfer is that it silently 

connects devices, but does not retrieve any data. In this 

paper, we are combining Bluesnarfer with proved 

exploitation tools like Metasploit (exploitation), Ngrok 

(port forwarding), MSF venom (payload creation) which 

can produce a better result by fetching data from the 

connected device. 
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